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Abstract

Digital interoperability plays a critical role in enhancing the dissemination,
accessibility, and usability of scholarly research across architecture and the built
environment. However, fragmented digital access systems across academic
publishing platforms continue to create barriers for researchers, limiting seamless
interaction with scholarly resources. This study investigates how digital
interoperability influences research dissemination by examining the structure and
functionality of log-in systems within academic publishing ecosystems, using
Elsevier journal platforms as a case study. The study employed a systematic
literature review to identify the key factors influencing log-in system design,
alongside the challenges and benefits associated with Single Sign-On (SSO)
implementation. In addition, a case study of 176 Elsevier journals was conducted
to evaluate the extent of interoperability across journal platforms and their
capacity to support unified access mechanisms. Findings reveal a significant lack
of SSO integration across the examined journals, resulting in fragmented access
pathways that may hinder efficient knowledge dissemination and user
engagement. Key factors shaping log-in system design include identity
management frameworks, protocol standards, security requirements, and
application design sfructures. The study further identifies major implementation
challenges related to security, policy frameworks, integration complexity, and user
experience, while highlighting the benefits of interoperable systems in improving
accessibility, operational efficiency, and user satisfaction. The study concludes
that strengthening digital interoperability within  academic  publishing
infrastructures is essential for advancing research dissemination, fostering
inferdisciplinary knowledge exchange, and improving accessibility to built
environment scholarship.

Keywords: Interoperability; Log-in Systems; Elsevier Journals; Single Sign-On
(SSO); Academic Publishing; User Experience; Unified Log-in.

Highlights
e Fragmented log-in systems across journals create barriers to efficient research
dissemination.
¢ Assignificant lack of SSO integration in journal platforms hinders seamless user
access.
e Strengthening digital interoperability is essential for advancing scholarly
exchange.
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1 Introduction

Log-ins provide a security layer between unsecured and secure activity (Pal et al., 2020). In
other words, all data transfers are typically encrypted once a user logs in to a safe website.
Log-in systems are thus defined as security measures to prevent unauthorised access to
confidential data (Omotunde & Ahmed, 2023). Most log-in systems are unique to the
websites they were created for, with most being used as long as there are internet access
and connectivity (Bhana & Flowerday, 2021). On the other hand, with numerous user log-in
systems, recalling passwords and usernames sometimes gets quite complicated. Hence, "
interoperability " is a more seamless way to address these challenges. Interoperability refers
to the degree to which a software system, devices, applications or other entity can connect
and communicate with other entities in a coordinated manner without effort from the end
user (Vernadat, 2007; Albouq et al., 2022).

In the digital age, the accessibility of scholarly literature is paramount for advancing
academic research and knowledge dissemination (Edwards, 2018; D'Cruz et al., 2021).
Academic publishing platforms such as Elsevier facilitate access to many journals and articles
(Gonzalez et al., 2022). However, the user experience on these platforms can be hindered
by issues related to log-in interoperability (Giraldi et al., 2023). Researchers, academics, and
students often encounter the inconvenience of creating and managing multiple accounts
to access different journals, leading to inefficiencies and user frustration (Brembs et al.,
2023). As a result, the quick transition to digital use of technology publication over the last
two decades has brought more online resources closer to users than ever before, but at the
expense of accessibility (Okonta et al., 2025). Within the field of architecture and urban
planning, the paradox of accessibility is particularly critical. There exists a continuous
requirement for unhindered access to a multidisciplinary spectrum of journals, for
researchers developing data-driven methodologies for urban morphology or exploring
biophilic design principles. The fragmentation of the access system disrupts the synthesis of
spatial data and environmental science research. Thus, by focusing on Elsevier's expansive
repository as a case study, this research highlights systemic barriers that limit the efficient
dissemination of built environment scholarship.

Interoperability, in the context of digital systems, refers to the ability of different systems and
organisations to work together seamlessly (Hodapp & Hanelt, 2022). For academic
publishing platforms, this means enabling users to navigate between various journals and
access their content using a single set of credentials (Moore, 2020). A well-designed log-in
system that supports interoperability can significantly enhance the user experience by
simplifying access and improving the efficiency of academic workflows (Daniel et al., 2023;
Wang et al., 2021). This study seeks to tackle the issue of disjointed log-in experiences for
accessing built environment and engineering research, by examining the log-in interfaces
of 355 journals within the Elsevier ecosystem, in order to evaluate their interoperability. The
study aimed to systematically review literature to assess factors affecting log-in systems, as
well as the challenges and advantages of implementing single log-in systems. The
fundamental research questions of this investigation is: to what extent do academic
publishing login interfaces, with Elsevier as a principal case study, facilitate interoperability,
and what enhancements may be implemented to improve user experience and
accessibility for researchers2 The study will also seek to identify the factors influencing log-in
system design and the challenges and benefits of implementing a single log-in system. By
exploring these questions, the study aims to identify the factors that affect the design of log-
in systems, and propose recommendations for creating a more unified and user-friendly
access mechanism for academic platforms hosting architectural and built environment
research, drawing insights from the Elsevier model. The significance of this study lies in the
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fact that improving the interoperability of log-in systems for Elsevier journals is crucial for
enhancing the user experience of researchers, academics, and students who rely on these
publications for their work. Addressing this issue has the potential to streamline access to
scholarly literature, increase user satisfaction, and ultimately improve the efficiency of
academic workflows.

2 Literature Review

Users' experience on any platform is a determining factor for continuous usage. Academic
platforms serve as digital knowledge repositories, emerging as an indispensable reservorr,
seamlessly intertwining with the fabric of contemporary education and learning (Khan,
2021; Panda et al., 2023). Peker et al. (2023) highlighted that a well-designed and user-
friendly online journal interface possesses two traits: researcher satisfaction and bolstering
the reputation of academic publishers within the scholarly community. Furthermore, a
characteristic trait for enhanced user experience is accessible design on platforms.
Accessibility is based on ensuring all content and digital functionality are available to
everyone regardless of physical or cognitive impairment or device used (Clifford, 2021).
However, the findings reveal that accessibility is not a one-off activity but one that is
strategic and enhances the operational capability of any platform. Giannakoulopoulos et
al. (2024) say that this unified approach, which improves both digital and human resource
management, can handle differences in the area and keep the institution's web presence
growing steadily over time.

Academic papers in the built environment rely heavily on vast datasets, particularly
spatial models and climate forecasts. According to Horky and Caha (2024), the rising
prevalence of digital media and the anticipated expansion of virtual reality necessitate
effective solutions for managing large 3D models. When researchers are unable to access
related data repositories and additional architectural files across various publishing
platforms, the dissemination of essential urban infrastructure research is significantly
hindered. Scherer (2020) states that by investing in inferoperable metadata standards and
practices and creating a networked landscape of systems and communities, technology
ecosystems can be created that encourage researchers to make even more of their
research open while streamlining research information management activities.

Log-in systems restrict access to scholarly information, guaranteeing that only authorised
users can see or download full-text publications (Mollakuge & Dimitrova,2024). These
systems serve a variety of objectives, including authentication, which verifies user identity
and ensures lawful access privileges (Capes-Davis & Neve, 2016). Authorisation grants
certain permissions based on the user's role or subscription level (Esposito et al., 2021),
whereas personalisation customises user experiences based on preferences and previous
interactions (Chiu et al., 2021). Predominantly, the IP-based authentication log-in system is
utilised by institutions to grant user access to sites based on the user's Internet Protocol (IP)
address, typically allowing seamless access from within the institution's network (Wiefling et
al., 2022). The standard log-in procedure is often applied to refrieve user credentials
(usernames/passwords) associated with their subscription or institutional access as utilised
by Elsevier (Alruwaili, 2020). Furthermore, access could also be gained via Single Sign-On
(SSO), which allows users to log in using existing credentials from their institution or a trusted
third-party provider like Google or Web of Science, reducing the number of passwords users
need to manage (Pandey & Nisha, 2021).

Access to scholarly literature has long been anissue due to various circumstances, including
expensive subscription fees for journals and databases, which prevent individuals and
organisations with limited budgets from accessing it (Budzinski et al., 2020). Licensing

1JNIA: International Journal of the Nigerian Institute of Architects Volume 2026, Issue 01



Okonta et al., 2026 27

agreements that limit content access and sharing, stifling free distribution and information
reuse; and technological barriers to open access (Ashikuzzaman, 2018), privacy, and
unauthorised access, undermining publisher revenue and exposing user data to
exploitation (Christen et al., 2020). There appears to be a scarcity of work that tackles log-
in systems and access difficulties concerning scholarly publication, compounding an
already significant deficit. However, similar research in this area, such as Manzoor et al.
(2019) on "Multi-tier authentication schemes for fog computing: Architecture, security
perspective, and challenges," indicated that log-in systems face major data security and
privacy issues.

This finding was supported by Rehnbdck (2023), which found over 120,000 log-in attempts
from remote desktops in just 24 hours using Remote service software to establish a
connection to an asset on another network. Interoperability has been widely studied in
various domains, including healthcare, information technology, and library science. The
concept of interoperability, as defined by (Shehzad et al., 2021; Rita et al., 2024), involves
the ability of systems to exchange and use information seamlessly. In academic publishing,
interoperability enables users to access diverse resources without navigating multiple,
disjointed systems. Research by (Shahzad & Khan, 2022; Abdul Rahman & Mohezar, 2020)
has demonstrated that interoperability can significantly enhance the usability of digital
libraries by providing a unified access mechanism. Despite its benefits, achieving
interoperability in digital systems presents several challenges. According to de Mello et al.,
(2022), technical limitations, legacy systems, and differing standards across platforms can
hinder the implementation of interoperable systems. In academic publishing, (Rita et al.,
2024) notes that business models and publisher policies also play a significant role in shaping
access protocols, which can impact interoperability.

Several initiatives have sought to address interoperability in digital libraries and academic
publishing. For instance, the Open Researcher and Contributor ID (ORCID) system, as
discussed by (Thibault et al.,, 2023; Makwana, 2022), provides a unique identifier for
researchers, facilitating seamless access across different platforms. Additionally, the Single
Sign-On (SSO) technology, examined by (Yusuf et al., 2024), has been proposed to
streamline log-in processes by allowing users to access multiple resources with a single set
of credentials. Contemporary research suggests that whereas educational platforms aim
for inclusivity, their foundational gatekeeping mechanisms create structural impediments
that hinder user fluidity. Digital publishing platforms predominantly depend on conventional
Internet Protocol (IP) authentication systems (Wiefling et al., 2022) or typical credential
retrieval mechanisms (Alruwaili, 2020) to oversee user identity, role-based access control,
and content customisation (Capes-Davis & Neve, 2016; Chiu et al., 2021; Esposito et al.,
2021; Mollakuge & Dimitrova, 2024). Nevertheless, this significant dependence on isolated
authentication systems establishes pronounced practical limitations. Although universal
solutions like Single Sign-On (SSO) and cenftralised identifiers such as ORCID provide avenues
to alleviate multi-credential password fatigue, their adoption is persistently hindered by a
confluence of expensive subscription models, inflexible institutional licensing agreements,
and significant backend data security vulnerabilities. Concurrent technical fields validate
that outdated access configurations encounter significant vulnerabilities, often
experiencing intense unauthorised remote access attempts (Manzoor et al., 2019;
Rehnbdck, 2023). As aresult, realising the conventional definition of seamless cross-platform
interoperability (Shehzad et al., 2021; Rita et al., 2024) demonstrated to enhance digital
library usability (Abdul Rahman & Mohezar, 2020; Shahzad & Khan, 2022) is hindered by
outdated infrastructure limitations, incompatible technical standards, and restrictive
commercial practices of publishers (de Mello et al., 2022; Rita et al., 2024).
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Much research has been done on the user experience and interoperability, however, scant
research addresses the interoperability of log-in systems within prominent academic
publishing platforms that disseminate essential built environment research, such as Elsevier.
This research will contribute to the current literature by thoroughly evaluating the log-in
interfaces of architectural and built environrment in the Elsevier database for
interoperability, and will propose enhancements based on these findings. The research
starts from the existent base of study and, in doing so, contributes to the present debate on
academic publishing platforms, user experience, and interoperability. The findings will have
implications for enhancing the accessibility and usability of scholarly resources, ultimately
benefiting researchers, academics, and students.

3 Methodology

Concerning the study's aim and objectives, a two-pronged methodological approach was
adopted: a Systematic Literature Review (SLR) of published research articles and a Case
Study of academic journals. The SLR was applied to analyse the determinants impacting
log-in systems, in addition to the difficulties and merits of establishing single log-in systems.
At the same time, the case study methodology explored how well major publishing
platforms endorse interoperability, with Elsevier's journal ecosystem serving as a case in
point. Elsevier's engineering and technology collection was chosen as it exemplifies a
premier segment of the globe's largest academic publisher, serving as an essential
benchmark for assessing if top-tier digital infrastructure facilitates the collaborative, data-
driven processes of technical researchers. Although the empirical focus was limited to one
publisher, the results possess extensive applicability as they assess universal open standards
like SAML and OpenID Connect uncovering systemic legacy integration deficiencies that
are easily applicable to other prominent publishing platforms. Ultimately, this recorded
authentication friction conceptually extends to the wider scholarship of the built
environment, demonstrating how disjointed digital portals fundamentally hinder
interdisciplinary workflows for researchers who must consistently traverse distinct repositories
to cross-reference spatial, architectural, and environmental information.

3.1 Systematic Review

The study utilised the systematic literature review to evaluate factors influencing log-in
systems and the challenges and benefits of implementing single log-in systems. Conducting
systematic reviews of user experience with log-in systems allowed for a thorough
examination of existing literature (Aromataris & Pearson, 2014; Kim et al., 2020), leading to
the identification of challenges and trends with interoperable log-in systems. Furthermore,
systematic reviews generate evidence-based insights (Lewis et al., 2021), which could be
further harnessed to develop improved log-in systems.

The study relied on the Scopus database because that ensures only high-quality data are
indexed and has a wide global and regional coverage of scientific journals, conference
proceedings, and books (Bass et al., 2020) and it is owned by Elsevier. The search query was
created by combining relevant terms and synonymes linked to the user log-in interface using
the Boolean operators "OR" and "AND". The search query used was ("log-in system design"
OR "authentication system design" OR "single sign-on" OR "SSO" OR "interoperable log-in" OR
"federated log-in" OR "unified authentication" OR "cross-platform authentication”) AND
("digital platforms" OR "academic platforms® OR "publishing platforms' OR "web
applications" OR "research databases" OR "scholarly communication). As illustrated in the
PRISMA flow chart (Figure 1), the initial database search yielded a total of 281 documents
(comprising 191 conference proceedings, 82 journal articles, 5 book chapters, 2 reviews,
and 1 book).
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The enhancement procedure was carried out in four successive phases to reduce this
selection to the ultimate synthesis. Initially, a preliminary format evaluation eliminated
novels, book chapters, and reviews to concentrate solely on primary research articles and
conference proceedings, narrowing the selection to 223 documents. Secondly, a linguistic
and duplication filter was implemented, resulting in the exclusion of 10 papers in Chinese
and 1in Portuguese, so retaining 147 publications. Thirdly, a screening of titles and abstracts
eliminated articles that did not concentrate on digital interoperability or user login
interfaces in architecture and the built environment, refining the selection to 116 pieces.
Ultimately, a thorough full-text eligibility evaluation was performed to assess the empirical
depth concerning the challenges and advantages of single sign-on (SSO), resulting in the
exclusion of irrelevant papers and a final sample of 87 documents (including 61 conference
papers and 26 journal articles) for the systematic review.

Records removed before
screening:

Records identified from: Records marked as

Scopus (n =281) >| Inefible by automation

Records removed for
other reasons (n =41)

!

Records screened

»| Records excluded - (n =7¢)

(n =223)

Reports sought for retrieval Reports not retrieved
(n=147) (n=231)

Reports assessed for eligibility Reports excluded:
(n=116) Records excluded

based on full-text analysis

Studies included in review

(n=287)

Figure 1. Identification of Studies via Databases on PRISMA for SLR

The inclusion criteria encircled papers published between 1999 and 31st December 2025,
which were searched based on the search criteria used. This was selected to focus on the
most recent literature (and experience of users) on digital interoperability as a catalyst for
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research dissemination in architecture and the built environment, Peer-reviewed articles,
and conference papers cutting across the major categories of the Elsevier journals, such as
Physical sciences and engineering, Life Sciences, Health Sciences, and social sciences and
humanities; qualitative, quantitative or mixed methods research; research investigating
factorsinfluencing log-in system design, and research aimed at investigating the challenges
and benefits of the single log-in system. The final screening retained only 87 documents,
including 61 conference papers and 23 journal articles.

3.2 Case Study

Secondly, the study utilised a case study to contextualise the real-world application of
interoperable log-in systems (Kilroy, 2021), which gave context to theoretical findings from
systematic reviews. It also highlighted real-world practical challenges, benefits, and key
factors influencing the need for interoperable log-in systems, especially within academia
(Liv & Panagiotakos, 2022)

3.2.1 Case Study Data Collection

This particular portfolio was chosen as a sample case study due to its inclusion of the
fundamental scholarly literature pertaining to architecture, urban planning, and the
constructed environment. Analysing this database provides a flexible structure for
evaluating the digital interoperability challenges faced by the international built
environment research community. The log-in interface of each journal was evaluated
during the data collection phase. From the original cohort of 183 journals, 5 were
inaccessible owing to server malfunctions, and 2 were omitted as duplicates. As a result,
the ultimate sample size employed for the data analysis comprised 176 publications. This
database analysis offers a strong and scalable framework for assessing the extensive digital
interoperability issues encountered by the global built environment research community.
Regarding the data collection, the authors visited the log-in interface of each journal in the
Engineering and Technology category; the authors documented their observations and
collected data on each interface, such as whether single sign-on is supported. Whether the
same credentials can be used across multiple journals, any variations in the log-in process
across journals, navigation options available post-login, and any additional features or
limitations related to interoperability.

3.2.2 Case Study Data Analysis

To analyse the case study of the Journal of Engineering and Technology, the study through
literature review established and defined the key criteria of interoperability for the case
study data analysis such as;

e Single Sign-On (SSO) Support: The authors investigated whether any of the journals
offered a Single Sign-On feature, allowing users to access multiple journals with a
single set of credentials. This feature can greatly enhance user experience by
streamlining the log-in process.

e Credential Consistency across Journals: The study analysed whether users could
utilise the same credentials across different journals. This is essential for creating a
seamless experience for researchers who frequently access multiple publications.

e Variations in the Log-in Process: The authors analysed the log-in procedures for each
journal, noting any differences that could affect user accessibility. This included
evaluating password requirements, user interface design, and security measures.

e Post-Login Navigation Options: Once logged in, the authors assessed the available
navigation options within each journal. They focused on easy access to important
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sections such as the main menu, submission portals, and help resources.
Understanding how users navigate post-login is critical for evaluating the overall
usability of the journal platforms.
Additional Features and Limitations: Finally, the authors documented any notable features
or limitations regarding interoperability among the journals. This included assessing whether
journals could effectively share user data or provide cross-platform functionality.

4. Results and Discussion

In exploring the results and discussion section, the study examined the key issues related to
log-in to the interface and discussed the challenges, benefits, and factors influencing log-
in system designs.

4.1 An overview of Elsevier's journal platform and its log-in system.

The Elsevier journal platform has a unique user interface with 3 key components. The first
landing page briefly provides visitors with a summary of what the journal offers. Using the
Accident Analysis and Prevention Journal, which is one of the journals in the Engineering
and Technology category, this page briefly reveals the 'Title", "Volume", "Issue”, "ISSN", "Editor-
In-Chief", "Impact Factor', and a summarised "Description”, which can further open "Read
more" redirects the reader to the description journal component which provides information
on topical issues of concern to be hosted within the journal as well as aoffiliations if any. The
page also reveals the subscription option, allowing annual personal or institutional
subscriptions to the journal. The page also has product details that provide a bullet point
detail of the International Standard Serial Number (ISSN), volume, issue, 5-yearimpact factor
and the current impact factor. The final part of this page is fitled "View journal on
"ScienceDirect", which provides the guide for authors, policy and access to the latest
articles on ScienceDirect. This particular journal exemplifies the larger issue effectively. For
urban planners and architects, empirical data derived from accident analysis is essential for
the design of safer, more inclusive transport infrastructures and public spaces. When this
essential knowledge is confined to fragmented access portals, these digital barriers impede
the conversion of engineering research into practical urban solutions.

A click on the final part redirects users to the journal page on ScienceDirect, which starts
the next component. This provides information on how to submit articles and an author's
guide. It also has an About section, a search function, and various drop-down menus that
might meet users' needs. Clicking submit an article finally redirects users to the Log-in page,
which possesses 5 different log-in options: "Author Log-in", "Reviewer Log-in", "Editor Log-in",
"Publisher Log-in", and "ORCID Log-in". This page also allows for registering new users and
log-in help in case one forgets the password. Furthermore, the post-login interface enables
the user to perform various functions such as submitting manuscripts, revising manuscripts,

tracking submission progress, and accessing help through tutorial videos.

The assessment of journal platforms brings to light several significant challenges related to
interoperability and user experience across various Elsevier Engineering and Technology
interfaces. As illustrated in Table 1, a primary observation is the lack of support for SSO across
all platforms evaluated. This absence indicates that users must follow traditional, individual
sign-in processes for each journal without the convenience of a unified access point. This
result directly impacts the user experience, increasing the time and effort required to access
different journals. Although users can utilise the same credentials for multiple journals, they
must go through re-registration for each, further complicating access and deterring
seamless interaction across platforms. The absence of SSO support across all journal
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platforms is a critical issue. SSO systems allow users to authenticate once and gain access
to multiple systems without needing to log in repeatedly. By not offering this feature, Elsevier
journals require users to go through repeated log-in procedures, creating a fragmented and
cumbersome experience.

This increases friction and reduces accessibility, particularly for researchers who frequently
navigate between different journals within the platform. Despite the use of identical
credentials, the need for re-registration for each journal adds further complexity and may
lead to potential frustration among users. This setup is especially problematic for institutions
with access to multiple journals, where a unified log-in system would greatly improve
workflow efficiency. The absence of SSO integration presents a significant impediment for
multi-disciplinary professionals who regularly shift across publications in environmental
research, public policy, and architectural design. The lack of seamless literature cross-
referencing hinders the formulation of comprehensive urban flood resilience strategies and
health infrastructure policy frameworks. An interoperable environment is essential for the
progression of intricate, multi-layered urban research, rather than merely a convenience.

Table I. Summary of Journals Interoperability

S/N Checklist Observation Deductions
Document observations and collect data on each interface, including
1 SSO Supported No All Journal platforms are not intferoperable. A standard
sign-in procedure is utilised.
2 the same credentials can be used No The same details can be ufilised; however, re-
across all the journals registration is required for each journal.
3 Any variations in the log-in process No The log-in process/procedure is uniform across alll
across journals journals.
4 Navigation options available post-login  Yes Main menu, Submit a Manuscript, About, Help, New

submissions, Revisions and Completed status bars.
Excluded Journals

Journal ISSN Remarks
5 Automatica 0005-1098 Invalid Attempt to Log in
6 Fluid Abstracts: Civil Engineering 0962-7170 The page you were looking for has not been found
7 Fluid Abstracts: Process Engineering 0962-7162 The page you were looking for has not been found
8 Geological Abstracts 0954-0512 The page you were looking for has not been found
9 Oceanographic Literature Review 0967-0653 The page you were looking for has not been found

Duplicated Journals

Journal ISSN'1 ISSN 2
10 Microelectronics Journal 0026-2692 1879-2391
11 Micro & Nanostructures 0749-6036 2773-0123

Despite the lack of SSO, the case study analysis shows that the log-in process is consistent
across all journals in the portfolio. The study encounters a uniform procedure when
accessing any of the journals. While uniformity can be beneficial in providing a predictable
experience, the absence of any adaptive log-in methods (such as biometric authentication
or multi-factor authentication) limits users' flexibility and security options. While standardising
access, this uniformity does not compensate for the limitations created by the lack of
interoperability.

Concerning post-login navigation and user experience, once logged in, the study
discovered that users are presented with a comprehensive set of navigation options,
enhancing the post-login experience. These options typically include access to the main
menu, manuscript submission tools, help resources, and status bars for new submissions,
revisions, and completed tasks. This structured navigation system aids users in efficiently
managing their submissions and accessing essential resources. Although the initial log-in
phase presents challenges, the post-login interface offers intuitive and well-organised
pathways, making it easier for researchers to complete tasks. This demonstrates that while
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the log-in phase is problematic, the user experience improves significantly after successful
log-in.

Several journals were excluded from the study due to technical issues encountered during
log-in attempts. Journals such as Automatica and Fluid Abstracts (in both Civil and Process
Engineering) were found to be inaccessible, with error messages indicating that the pages
could not be found. This unreliability in accessing certain journals raises concerns about
platform stability and accessibility. These issues hinder user access to important research
resources and suggest a potential lack of platform maintenance or technical oversight.
Such errors create significant disruptions for researchers who rely on consistent access to
academic resources.

Additionally, the analysis revealed the presence of duplicated journals within the database.
For example, Microelectronics Journal is listed under two distinct ISSNs (0026-2692 and 1879-
2391), which may confuse cataloguing, referencing, and accessing journal content. Such
duplications complicate bibliographic records and indexing, leading to potential
misrepresentation in citations or academic databases. Accurate cataloguing is critical for
ensuring that journal articles are easily discoverable and referenced correctly, and any
inconsistencies could negatively impact both authors and readers. The findings from this
assessment suggest broader implications for the interoperability of Elsevier's journal
platforms. The lack of SSO support, re-registration requirements, and platform reliability issues
point to areas where significant improvements are needed. In an increasingly digital and
interconnected research environment, providing seamless and interoperable access to
journal resources is essential for maintaining a positive user experience. Currently, the
platform requires users to expend additional time and effort to access each journal, limiting
the efficiency and ease of use expected in a modern academic platform. Addressing these
challenges could lead to substantial improvements in user satisfaction and engagement.

4.2 Factors Influencing Log-in System Design

Multiple factors are seen to influence the log-in system SSO. These include the SSO
Concepts, authentication and authorisation, identity management, protocols, standards
and security considerations, integration and API management, and web and application
design, as seen in Figure 2.

Figure 2. Factors Influencing Log-in System Design

1INIA: International Journal of the Nigerian Institute of Architects Volume 2024, Issue 01



Okonta et al., 2026 34

4.2.1 Single Sigh-On (SSO) Concepts

Several SSO concepts exist, such as systems, solutions, services, mechanisms, and federated
patterns. The lack of cross-platform solutions has always limited the Single sign-on
requirement: a single sign-on that only works on one platform or technology is nearly useless
(Ormancey, 2008). For example, OAuth 2.0 is a protocol that grants authorisation online.
Thus, it influences large social networks such as Facebook, Google, and Twitter to create
APIs based on the OAuth protocol to improve the user experience of SSO and social sharing
(Hossain et al., 2018). However, Wei et al. (2021) emphasised that securely integrating these
services remains difficult, as security vulnerabilities have been repeatedly documented in
recent years.

Furthermore, the increased desire for organisations to connect many web application
systems into a new application to create an SSO portal (Chalandar et al., 2007) is critical.
Furthermore, the fact that SSO systems allow users to utilise a single password for numerous
websites rather than managing several username/password combinations contributes to
their requirement (Yamaji et al., 2010). According to Zhu and Diao et al. (2010), using @
global identification and password across several platforms is inappropriate for security
reasons. Another contributing issue is that minimal research has been undertaken on SSO
deployment on mobile platforms (Ye et al., 2016). Bilal et al. (2023) ultimately revealed weak
communication service and hijacking as factors that significantly influence log-in systems
design.

4.2.2 Avuthentication and Authorisation

An SSO solution is infended to address this issue. However, developing an SSO covering
historical software products takes time and money because each legacy item typically has
an authentication engine that must be redesigned. When the authentication server fails or
is offline, users cannot access Web services, even if they are operational. (Patil et al. 2014).
Furthermore, Goncalves et al. (2022) discovered that a person's level of trust when
accessing services with their devices in various circumstances (for example, untrusted
networks such as public hotspots) can influence protected data access. Another problem
influencing log-in system design is a lack of awareness of infegration needs and the
complexity of implementing programs inside black-box web servers (Zhou & Evans, 2014).
Another element to consider is the need for a single sign-on solution that is open-standard,
product-neutral, and developer-independent to be widely used (Boonmee et al., 2011).
Furthermore, Chavan (2018) discovered that in certain contexts, the need for protecting so-
called "server-side" tools (i.e., apps that handle business logic) as well as creating HTML code
for the User Interface (Ul) is another important aspect that influences log-in system design.

4.2.3 Identity Management

In terms of identity management, trust information with regards to service access Goncalves
et al., 2022) irespective of wide usage in several domains (enterprise, web applications),
dynamically distributed identity information and delegate identity tasks across security
domains (Maler & Reed, 2008) as well as simplified authentication processes keeping the
underlying software unmodified (Short et al., 2017) are identity management factor that
influences log-in system design. The Iimited level of authorised access in some
circumstances when the ftrusted ldentity Provider (IdP) cannot provide enough user
information to the service provider (SP), according to Yamaji et al. (2010), is a factor for
consideration. Sciarretta et al. (2016) revealed that the lack of a proper reference model
for Single Sign-On (SSO) for mobile native applications is another factor that drives many
social network vendors (acting as Identity Providers) to develop their mobile solutions.
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4.2.4 Protocols, Standards and Security Considerations

Basney et al. (2020) discovered that while authentication seldom fails, the consequences
are severe, and the underlying causes remain unknown. Basney et al. identified ClLogon
faults (0.4%), SAML IdP mistakes (18.8%), OIDC RP problems (36.6%), and other errors (44.2%)
as factors influencing log-in system design. Furthermore, Goncalves et al. (2022)
acknowledged that mistakes are why solutions like SAML and OpenlID Connect, which rely
on OAuth 2.0, are widely used to offer Single-Sign-On capabilities. According to Alessandro
et al. (2017), there is a demand in the public administration arena to simplify and streamline
how to provide services to residents and businesses through cloud computing. This,
however, presents significant issues for security and trust. However, Ferry et al. (2015)
hypothesised that when properly implemented, the OAuth 2.0 standard can be a secure
authorisation system. This was due to the discovery of high-impact exploits resulting in
account hijacking by some large websites. Furthermore, the lack of cross-platform solutions
has always limited the demand for Single Sign On (Ormancey, 2008). However, it is exposed
to security issues when moved to the mobile environment. (Kah & Katuk, 2018)

4.2.5 Integration and API Management

According to PT.XYZ, an educational consulting company, one major factor influencing the
design of log-in systems is the prevalence of human errors, such as employees forgetting
passwords on an application due to the number of applications and credentials (Syarif et
al., 2022). In addition, there are issues with session sharing across cross-platform web apps
and the difficulty of SSO implementation (Yang & Yang, 2014). Furthermore, because of the
risk of unauthorised access, reliable identification of users is required. The loss of critical
information makes clients knowledgeable enough to know who they are dealing with,
necessitating a Cenftralised Authentication System (CAS) (Sharma & Sihag, 2016). Chayan
(2018) discovered that the fragmented structures between a "single page" Ul in a browser
and one or more back-end servers influence log-in system design.

4.2.6 Web and Application Design

When it comes to web and application design, Loomba et al. (2022) believe that the
primary factor that could influence the design of log-in systems is the goal of developing an
information architecture to support data workflows throughout the research lifecycle for
cross-state teams of translational researchers. However, the major problem of such flows is
the token transfer from the IDP's popup/iframe to the primary window of the Single Page
(SP) (Jannett et al., 2022). Jannett et al. (2022) state that an account takeover is feasible if
the token is leaked to an attacker. Fett et al. (2014) believe that the web is a complex
infrastructure, and as seen by various attacks, careful study of standards and online
applications is required. However, in Akhawe et al.'s (2010) case study of five security
mechanisms, including HTMLS5 forms, Referer validation, and a single sign-on solution, three
distinct threat models were discovered that can be used to analyse web applications,
ranging from a web attacker who controls malicious web sites and clients to stronger
attackers who can control the network and leverage sites designed to display user-supplied
content. The design of contemporary login systems is progressively shaped by the fransition
to passwordless and decentralised models. Akman and Dalkili¢c (2025) emphasise that real-
time communication protocols, such as WebSockets, and dynamic QR-code techniques
are essential components in the design of multi-domain SSO systems to eradicate human
credential input. The demand for data sovereignty concurrently impacts system design;
Horky and Caha (2024) observe that self-hosted architectures and interchangeable storage
layers, when combined with SSO providers, allow organisations total control over their data
ecosystems. Moreover, Balatska et al. (2024) underscore the significance of blockchain
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technology, wherein decenftralised identity frameworks, smart contracts, and non-fungible
tokens (NFTs) are emerging as novel elements for administering access control independent
of centralised databases.

4.3 Challenges of implementing SSO

From the SLR, the challenges associated with log-in systems are categorised into six major
groups: security, authentication and access management, technical implementation
challenge, web application and integration, policies and guidelines, and user experience
and satisfaction, as seen in Figure 3.

Challenges of
Login System
Design

Authentication Technicaland Web User
and Access Implementation Application and

Management Challenge Integration

Policies and
Guidelines

Security

. . Experience and
Considerations P

Satisfaction

Figure 3. Challenges of implementing a log-in system design
4.3.1 Security Considerations

Security is a critical challenge for Log-in Systems. For example, according to Naito et al.
(2007), many authentication processes generate a large amount of authentication data for
each person, which raises administrative expenses while decreasing information system
security. According to Bilal et al. (2023), hijacking is yet another issue that substantially
impacts web communication. Deeptha and Mukesh (2015) classify log-in system security as
assaults that allow a malicious service provider multiple access to a lawful user
username/password and a third party with no security credentials. Bangalore and Sood
(2009) backed this by claiming that increasing numbers of web servers are compromised
yearly due to malware attacks. According to Zhang et al. (2023), the initial level in the
security system is log-in and ID authentication, which serves as the foundation for
establishing access control. According to Bilal et al. (2023), the fundamental criterion for the
efficient performance of any Web system is perceived latency, which is the time it takes to
open a Web page. As a result, wireless networks require user privacy and authentication.
Setiawan et al. (2016) thus revealed that using SSO with the OAuth method on web portals
could enhance the security of user data.

Notwithstanding its benefits, the implementation of complex SSO systems presents novel
technical and security challenges. Akman and Dalkilic (2025) assert that although
passwordless and QR-based single sign-ons mitigate conventional phishing threats, they
add new dangers, including QR hijacking, replay attacks, and session binding flaws,
necessitating rigorous token validation and ephemeral credentials. Furthermore, Horky and
Caha (2024) indicate that dependence on cloud-based SSO and storage solutions may
provide significant privacy and security compliance challenges for certain organisations,
exacerbated by the absence of safe open-source alternatives and the persistent risk of
email injection aftacks. Transitioning to decentralised SSO models presents challenges;
Balatska et al. (2024) warn that incorporating blockchain intfo access management may
lead to performance degradation as blockchain size increases, as well as complications in
integrating with legacy systems and achieving complete data anonymisation.
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4.3.2 Authentication and Access Management

User authentication and access control will be another difficulty. According to Yang and
Yang (2013), session sharing among cross-platform web apps and the deployment of SSO
are problematic due to their complexity. However, Nishimura and Sato (2008) propose the
LESSO protocols and certificate authentication, which allow authentication information to
be shared between servers. When the authentication server fails or is offline, users cannot
access Web services, even if they are operational. Patil et al. (2014). According to
Goncalves et al. (2022), authentication and access settings are necessary on all available
applications since existing and future networks must address identity management to
authenticate and authorise users to access services.

Singh (2012) demonstrates that with greater sharing, there is a pressing need for access
confrol regulations and systems to preserve users' privacy. However, according to
Komorowski et al. (2016), several log-ins and passwords are required when surfing the web,
making it difficult for users to manage them. Still, many entities require various web-based
applications for operational activities, making centralised access management for web-
based applications very much needed (Hermawan et al., 2023). For the sake of security, it
is improper to use a global identifier and password among several systems; hence, the SSO
is the most popular schema proposed to solve the problem (Zhu & Diao, 2010).

4.3.3 Technical and Implementation Challenges

Implementation and technological challenges have also been identified as issues with log-
in systems. For example, Maler and Reed (2008) said that security and privacy concerns
provide a hurdle for implementing human digital identities. As a result, successfully
integrating third-party services into web applications is difficult, and errors can have serious
consequences when using third-party services for security-critical tasks like authentication
and authorisation (Zhou & Evans, 2014). Another problem has been the increasing amount
of information stored and shared on various online platforms, which is often impossible
without sharing the account (Gupta et al., 2023). Furthermore, due to the fundamental
difference between the isolation mechanisms in mobile operating systems and applications
and the origin-based isolation in browsers, SSO encounters a fresh attack surface and
adversarial models. (Ye et al. 2016).

4.3.4 Web Application and Integration

Most web application log-in systems' success depends on integrating with other enterprise
systems rather than exclusively on the tool's merits, such as ORCID ID (Powell et al., 2019).
Thus, Langenberg and Dryndos (2016) state that collaborations between SMEs differ from
those between fraditional OEM-supplier chains. However, unless the activities have been
designed to facilitate web applications, integrating their analytics into a single dashboard
can require significant development effort. (Martinez-Ortiz et al., 2019)

4.3.5 Policies and Guidelines

Policies also pose a barrier because regulatory measures require specific systems to adhere
to established procedures/protocols within a geographical, business, or academic setting.
For example, in scenarios with numerous secure authentication and authorisation solutions
for web apps, their adaptation to the mobile context represents a new and open challenge
that necessitates important recommendations and policy orientations (Sciarretta et al.,
2016; 2017). On the other hand, if rules exist, such as the most recent version of the
environmental management system standards, ISO 14001:2015, revisions may impact the
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data and information required for decision-making and accomplishing organisational
objectives (Susanto & Mulyono, 2018).

4.3.6 User Experience and Satisfaction

It is vital to emphasise that a single log-in server approach is motivated by resource
efficiency, increased security, security management flexibility, increased IT productivity,
and improved overall user happiness (Encheva and Tumin, 2008). According to Bacher's
(2012) research, identifying and implementing various methods, such as touch gestures for
improved user experience in desktop log-in systems, is difficult. According to Yamaiji et al.
(2010), in a federation, SSO for web apps can be performed by authenticating at the user's
home organisation, known as the identity provider (IdP), and authorising at the service
provider (SP). For the built environment scholar, this federated approach is not simply a
technical convenience; it serves as the conduit that unites fragmented domains of
knowledge. A unified identity provider enables researchers to seamlessly navigate the
digital academic landscape, whether extracting spatial data from an engineering
repository, cross-referencing public policy literature, or retrieving environmental impact
assessments, akin to the fluidity necessary for designing sustainable physical environments.

4.4 The Benefits of SSO

From the SLR, there were several benefits of designing an effective single log-in system.
However, all identified benefits were grouped into five major themes: enhanced user
experience, security enhancement, simplified identity management, operational
efficiency, trust and privacy.

4.4.1 Enhanced User Experience

Users' experience with a particular web user interface could determine if they visit such web
spaces again. Susanto and Mulyono (2018) thus state that adopting SSO improves user
experience within their web spaces. Similarly, a unified user log-in interface would make it
easier for users to access the web, enhancing user experience while providing seamless and
secure access and removing the fear of having multiple passwords by heart (Nishimura &
Sato, 2008; Gupta et al., 2023; Murri et al., 2011). Furthermore, the degree of ease of
operation and service use, according to (Komura et al., 2009), as well as the supporting
statement that a single log-in system empowers users by enabling direct interactions
between IDps (Identity Providers) and SP (Service Providers) provides another key benefit
(Maler & Reed, 2008). Maler and Reed (2008) also suggested that human digital IDs could
simplify network usage and enable new types of applications. Furthermore, the simplicity
and standardised development of web applications, especially single log-in systems, allow
for an easy-to-use platform with a trustworthy exchange of identity-related information
(Short et al., 2017), reduced authentication time of users to access (Chalandar et al., 2007),
and creates a formal foundation for web security (Akhawe et al., 2010).

4.4.2 Security Enhancements

It can be implied that the whole idea of a unified user log-in interface is to ensure that users'
information is secure while removing the complexity of holding multiple passwords to heart.
In other words, Nishimura & Sato (2008) state that enhanced security benefits SSOs. This
degree of security enhancement is achieved as SSO provides stronger authentication
(Hoéhnlein et al., 2014). Héhnlein et al. (2014) state that this is achieved via security for
dispersed authentication infrastructures and privacy-friendly identity management
technologies in the future. Furthermore, with a higher level of security, better performance
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through a secure architecture, distributed APIs, and harmonised metadata is achieved
(Loomba et al., 2022). This eliminates the need for registration by adding support to third-
party authentication systems (Gougousis & Bailly, 2016), preventing unauthorised access,
which is more secure, minimising phishing aftacks, allowing the system to run stably and
achieving the expected effect (Zhang et al., 2023; Qbea'h et al., 2023; Bilal et al., 2019).

The advancement of SSO technologies offers significant advantages for user experience
and organisational security. Transitioning to passwordless, QR-based Single Sign-On
architectures facilitates seamless authentication, markedly diminishing the dangers of
phishing and credential exposure by entirely eliminating human password input from the
user process (Akman & Dalkilic, 2025). Moreover, incorporating SSO into self-hosted apps
streamlines account administration and enhances data security, as local systems are not
required to retain important passwords (Horky & Caha, 2024). Structurally, the
implementation of decentralised SSO with blockchain technologies distributes
authentication data, hence removing centralised failure points and offering enhanced
transparency and immutable access records for secure audits (Balatska et al., 2024).

4.4.3 Simplified Identity Management

A user's identity is locked within the web app (Elsevier). These key details could potentially
give away little information from user preferences to vital information such as credit card
details. However, SSO has allowed for a common secure authentication and authorisation
framework (Patil et al., 2014), creating a system which not only secures user data but is
flexible and orderly enough to allow log-in to third-party web applications without the need
to create a new identity (Zhou & Evans, 2014). In other words, this ability of the SSO reveals
an evolution in identity management (IdM) beneficial as it allows for uniform identity
authentication among heterogeneous systems with the capability to detect, display, and
modify multiple different SSO protocols at the same time (Zhu & Diao, 2010; Murri et al., 2011;
Pérez Méndez et al., 2016). According to Zhao et al. (2016), the SSO's benefits are that it
supports hybrid authentication protocols, eliminating a single point of failure and single-
point bottleneck. According to Zhang et al. (2023), another advantage is that the SSO can
determine whether a user's frue identity is congruent with their stated identity and prevent
unlawful users from infiltrating the Web application system via key authentication
mechanisms. SSO systems simplify log-in procedures by issuing authentication tokens to
Service Providers (SPs) (Yamaiji et al., 2010).

4.4.4 Operational Efficiency

SSO reduces the complexity of usage and management of users' credentials (Rieger, 2009).
Furthermore, a decreased operational risk is achieved through access checks and access
remediation if/when needed. This is achieved through a multiple-tiered security hierarchy
infrastructure for web applications (Naito et al., 2007), allowing for dynamic changes in the
multi-level analysis (Martinez-Ortiz, 2019). Furthermore, SSO serves as a solution for
conducting performance testing on web applications, allowing data access from
anywhere and getting the latest information (Setiawan, 2016). With easy access to
distributed data sources, simplified manual use of authentication is achieved (Langenberg
& Dryndos, 2016). Alessandro et al. (2017) further revealed that SSO has increased efficiency,
effectiveness, transparency, and interoperability thanks to cloud computing. It can also
help to organise existing user data, ensuring the efficiency of data security due to the usage
of cenftralised storage (Setiawan et al., 2016). Operationally wise, the SSO is cost-effective
(Stojanovski, 2022; Langenberg & Dryndos, 2016; Nishimura & Sato, 2008)
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4.4.5 Trust and Privacy

Trust and privacy are another optimal benefit to the SSO. According to Goncalves et al.
(2022), SSO provides a feasible approach to convey trust in federated environments. This
allows for the federation of identity, attribute, authentication, and authorisation information
while delivering truly extended Single sign-on solutions (Ormancey, 2008). Chavan (2018)
further revealed that SSOs ensure the security of web applications. This is achieved through
respect for user privacy ensured by secured cookies and the capability to detect system
vulnerabilities (Komorowski et al., 2016; Mainka, 2013; Samar, 1999). The practicality of the
SSO approach to convey trust with minimum impact in conformity and effective end-to-
end data tracking was revealed as another benefit by Goncalves et al. (2022) and Rath et
al. (2023). Additionally, Anwander et al. (2013) revealed that it enables service providers to
make fine-grained authorisation decisions for individual access to protected online
resources. This improves security by providing extra protection (Park & Redford, 2007). SSOs
are also beneficial as they give users trust through certificate authentication and methods
for sharing authentication information between servers (Nishimura & Sato, 2008).

4.5 Implications for Built Environment Research and Scholarly
Publishing

According to Yamaiji et al. (2010), in a federation, SSO for web apps can be performed by
authenticating at the user's home organisation, known as the identity provider (IdP), and
authorising at the service provider (SP). For the built environment scholar, this federated
approach is not simply a technical convenience; it serves as the conduit that unites
fragmented domains of knowledge. A unified identity provider enables researchers to
seamlessly navigate the digital academic landscape, whether extracting spatial data from
an  engineering repository, cross-referencing public policy literature, or retrieving
environmental impact assessments, akin to the fluidity necessary for designing sustainable
physical environments. By removing login friction, publishers can foster an uninhibited flow
of data, enabling architectural researchers to swiftly pair technical materials science
records with spatial blueprints a cross-disciplinary dissemination process crucial for
advancing responsive urban design.

From a technical data architecture perspective, the discovery of duplicated journals within
the database points to underlying data management issues. Duplicate entries, such as the
Microelectronics Journal appearing under two different ISSNs, can create confusion for
users, libraries, and indexing services. It complicates tasks like fracking citations, managing
institutional subscriptions, and ensuring accurate referencing. This finding suggests a need
for stricter data quality control and regular database audits to ensure the integrity of the
journal catalog. Resolving these duplications is a necessary step toward improving the
overall reliability and usability of the platform. For publishers hosting vital structural
engineering and spatial science repositories, rectifying these database anomalies is an
infrastructure necessity; it guarantees that cross-disciplinary architectural teams can locate
and reference critical built-environment findings without navigating fragmented indexing
trails.

To systematically resolve these deficiencies and keep pace with modern technical
standards, publishers must look toward advanced structural options. Akman and Dalkilic
(2025) emphasise that real-time communication protocols, such as WebSockets, and
dynamic QR-code techniques are essential components in the design of mulfi-domain SSO
systems to eradicate human credential input. Simultaneously, accommodating the growing
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demand for infrastructure autonomy requires a shift in storage design, as Horky and Caha
(2024) observe that self-hosted architectures and interchangeable storage layers, when
combined with SSO providers, allow organisations total control over their data ecosystems.
Moreover, [to fully modernize access control models independent of traditional, centralized
vulnerabilities,] Balatska et al. (2024) underscore the significance of blockchain technology,
wherein decenftralised identity frameworks, smart contracts, and non-fungible tokens (NFTs)
are emerging as novel elements for administering access control independent of
cenfralised databases. Adopting these decentralized access infrastructures  will
fundamentally streamline the dissemination of technical architectural research, providing
a secure, high-speed framework for transferring extensive spatial models and building
information data across diverse scientific disciplines.

5. Conclusions

This research provides a comprehensive exploration of the interoperability challenges in the
login systems, utilising Elsevier journals as a case study, with a focus on enhancing user
experience through interoperable login mechanisms. The study systematically reviewed 176
journals in the fields of engineering and technology, assessing their login interfaces and the
extent to which they support SSO and other interoperability features. The study revealed
that Elsevier journals largely lack support for SSO, requiring users to log in separately for each
journal, leading to fragmented and inefficient access. Although users can reuse the same
credentials, they must sfill re-register across different journals. Crucially, while this
investigation maps the technical parameters of these interfaces, it did not directly measure
actual user experience, user satisfaction, or numeric research productivity metrics;
therefore, it cannot empirically conclude that a lack of SSO explicitly hinders research
dissemination. Instead, the observed lack of authentication interoperability may create
additional access friction for users and hamper the seamless academic workflow
researchers, academics, and students expect from modern digital platforms. Some factors
influencing the login system design are identity management, protocol standards and
security considerations, web and application design, efc.

The challenges of implementing SSO cuts across security considerations, policies and
guidelines, User Experience and Satisfaction, Web Application and Integration, etc. The
benefits of SSO include enhanced user experience, simplified identity management, and
operational efficiency and so on. In critically evaluating these structural dynamics, it is
necessary to explicitly discuss the limitations of the study more explicitly and suggest
directions for future research. To this end, it must be acknowledged that the study focused
primarily on Elsevier's engineering and technology journals, meaning the findings may not
be fully generalizable to other academic fields or publishers. To address these structural
constraints, further studies could extend this research by comparing Elsevier's login system
with those of other academic publishing platforms to identify best practices. There is also
scope to explore the infegration of advanced authentication methods, such as biometric
or multi-factor authentication, to enhance both security and user experience.

To modernise the architecture publication environment, publishers should investigate
decentralised and passwordless access mechanisms. Balatska et al. (2024) assert that the
incorporation of blockchain technology into SSO systems presents distinctive remedies for
current deficiencies and introduces enhanced capabilities for identity protection.
Moreover, Akman and Dalkilic (2025) assert that passwordless methods, including QR code-
based mobile authentication, not only augment user experience but also bolster security
by diminishing dependence on conventional passwords. Implementing these advanced
interoperable frameworks will greatly enhance information transfer among the disciplines

1JNIA: International Journal of the Nigerian Institute of Architects Volume 2026, Issue 01



Okonta et al., 2026 42

of the built environment. Finally, studies that investigate the perspectives of end-users
through surveys or interviews could provide deeper insights into their experiences and
expectations regarding login systems. Synthesizing these thematic elements, the
significance of this study lies in its contribution to access policy development for publishers
hosting vital spatial, architectural, and environmental science literature. By addressing the
lack of interoperability in login systems, the study highlights areas for improvement that can
lead to more efficient access to scholarly resources. This is especially important in the
context of the digital age, where seamless access to academic content is critical for
research productivity and knowledge dissemination. The study recommends adopting a
unified login system, such as SSO, across its journal platforms to streamline user access. This
would reduce the need for repeated logins, improve user satisfaction, and enhance the
overall efficiency of academic workflows. Additionally, implementing interoperable
authentication systems that allow for integration with institutional credentials or third-party
providers, like ORCID, could further simplify the login process.
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